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Abstract

Trustworthy elections require comprehensive auditind corrective action to eliminate major errors i
counting votes. In this paper, we address justammponent of electoral audits: specifying how many
randomly selected precincts should undergo handuets to decide whether the winner in the electroni
tally should be confirmed. Several pending eledtorigrity bills specify hand audits of betweearil
10% of all precincts. However, percentage-basedtawate usually inefficient, because they use large
samples for large jurisdictions, even though thegke needed to achieve good accuracy is much more
affected by the closeness of the race than theo§ithee population. Percentage-based audits cao bés
ineffective, since close races may require audigingrge fraction of the total — even a 100% hand
recount — to provide confidence in the outcomes paper presents the SAFE (Statistically Accurate,
Fair and Efficient) alternative to percentage-basainpling, based on the same statistical principtes
inform audits in business and finance. In recedefal elections, highly reliable SAFE audits wobkl/e
required about the same total effort and resoua®the percentage-based audits now being considered
However, SAFE audits can ensure equally high cenfid in all electoral outcomes by using auditing
resources more efficiently and employing large dasmpnly when necessary.

Introduction

To verify election winners, Congress and sevegdkstare considering laws to require comparing
machine tabulations with hand counts of paper baftr randomly chosen precinétSince hand counts
cost time and money, just enough precincts shoailicebounted to rule out election-altering miscounts
which may arise for a variety of reasons, includimagdware malfunctions, unintentional programming
errors, malicious attempts to alter election outesnor “undervotes” caused by ballot marks tharfete
with correct counting. The key questionti&w many is enough for an adequate random sample?

Electoral audits, like financial or manufacturingdés, are undertaken to avoid bad outcomes —asich
monetary fraud, faulty drug composition, or declgrsomeone to be the winner who did not get the mos
votes. As in finance or manufacturing, audits ayeadly able to detect both accidental and malicious
errors. But financial audits and quality contratteset sample sizes with a quality goal in mind:
specifically to be very likely to detect errorsttlaae large enough to be harmful. In contrast, most

“erified Voting Foundation; **E-Voter Education Heat; ***Political Studies Program, Bard College**Chair of the
Subcommittee on Electoral Integrity of the Ameri&tatistical Association’s Scientific and Publid#ifs Committee;
*rxxMathematics and Computer Science, Macalest@il€ge; ******Chair of the American Statistical Asgiation Working
Group on Accurate and Fair ElectiorRlease send all comments and suggestions for revision to john@verifiedvoting.org

! One bill, H.R.811, has been reported from commiitethe House of Representatives:
http://thomas.loc.gov/cqgi-bin/bdquery/z?d110:h.800:

The Chair of the Senate Rules Committee has atsadinced a bill, S.1487, for consideration:
http://thomas.loc.gov/cgi-bin/bdquery/z?d110:s.1487

For a list of states that already some kind oftedacauditing, see
http://www.verifiedvoting.org/downloads/Manual_AtidProvisions.pdfNew Jersey's legislature is currently consideang
bill modeled on the SAFE approach described aetiteof this paper [S.507 as amended].
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proposed election laws and regulations specifytangda fixed percentage of precincts, or, perhaps,
conducting 3%, 5% or 10% audits, depending uporthbeeness of the margin of victory.

Theory predicts and research has illustrathdt percentage-based audits are frequently aiefii (too
large) or ineffective (too small). This is becatise statistical accuracy of a method, and thereits
power for detecting election-altering miscounts, depepridcipally on thesize of the sample — not the
fraction of precincts sample@or example, suppose that 8% of the total présiae miscounted and the
goal of the audit is to detect at least one mistadiprecinct. In Figure 1, we compare the statibtic
power of an audit of 60 precincts to an audit d¥ldf the total number of precincts for jurisdictsofe.qg.,
Congressional District, state, state legislatisrdit, etc.) that range in size from 100 to 10€€cmcts
(and thus the 10% audit samples range from 10 @gpi€cincts). In this case, statistical power & th
probability (a number between 0 and 1) of detecéirsgngle miscounted precinct if 8% of the prea@nct
have miscounts.

Figure 1: Statistical Power of a 10% Audit vs. an Adit of 60 Precincts*
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* Probability of detecting at least one miscounpeecinct if 8% of all precincts have miscounts.

Note that the 60-precinct sample has 99% or gresadstical poweregardless of the total number of
precincts In fact, as the graph suggests, a 60-precincpkais sufficient for an unlimited number of
precincts, if 8% of the precincts have miscoumsdntrast, the power of the 10% audit is less GG
when only 10 precincts (10% of 100) are sampledoAsampling 100 precincts (10% of 1,000) is not
much more effective than sampling 60 precificEis is the basic problem with fixed-percentageiau
sizes — they are unnecessarily large for many rge¢$oo small in others.

2 Saltman 1975; Stanislevic 2006; Aslam, Popa & Ria907.
% The concept and mathematical definition of stiatis power is discussed further below and in Apprm.
* The relationship between statistical power, samsjzle, and election margin is discussed furthemweind in Appendix B.
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We could specify a sample size of 60 precinctefary audit, but 60 can be too small. Errors iresac
with narrow margins of victory (where miscountdewer than 8% of all precincts could change the
outcome) cannot be detected reliably with a sarmsiglke of 60; when elections are close, audits must
examine more precincts to have a good chance ettieg levels of miscounts large enough to change
the outcome.

In this paper, we show the advantages of vote #iounl audits using the SAFE (“Statistically Accarat
Fair, and Efficient”) approach. SAFE auditing, mntrast to percentage-based auditing, emulates
statistical methods used for quality control irefice and manufacturing by specifying sample shzats t
arestatistically accuratdor confirming election outcomes apfficientin allocating auditing resources.
SAFE auditing is intrinsicallyairer and more equitable than percentage-based audigtguse SAFE
audits of all elections — from statewide racedtise in a single Congressional district or couniyave
the same probability to detect outcome-alteringcousits, wherever they are applied.

This paper uses the terms “audits” and “auditirgintean supervised comparisons of hand-to-eye manual
counts versus machine tabulations in a subseteainmts, selected at random shortly after an elecind
before the results are certified. (For conveniem@euse the word “precinct” throughout, althougé th
appropriate audit unit is the smallest cluster thaeparately tallied. So, for example, if a pnets votes
consist of tallies from two machines, and ballotsrf each machine can be easily distinguished fodha
counting, then the two machine tallies could bateé as if they were unrelated precingtsland-to-eye
manual audits of voter-verified paper ballots pd®a asoftware-independembheans of confirming voter
intent. A voting system is software-independerat ffreviously undetected change or error in itsasoi
cannot cause an undetectable change or erroréfeation outcomé.

Manual counts should also be done in precincts @hithious problems (such as machine failure), and fo
routine quality improvement monitoring, even in #iesence of doubt about who won. We will assume —
and strongly recommend — that election officialsd(@erhaps candidates and political parties) shioelld
able to select some precincts with apparently atmmsaeturns for inclusion in an audi€omprehensive
auditing should also examine many other parts @®flctoral processAnother important question is

how to follow up when the initial audit casts doupbn an electoral outcome. But we do not pursaseth
broader aspects of audit design here.

If the initial sample size is inadequate, matedecrepancies may never be foumtierefore, this paper
focuses on a single question: how should we deteriie number of randomly selected precincts to be
selected for a routine audit to verify the appareininer?

> Thus, a random sample of auditing units mightudeljust one of the two machine tallies.

® See "Requiring Software Independence in VVSG 2808 Recommendations for the TGDC" (Discussiontgiasted Dec.
1, 2006) http://vote.nist.gov/DraftWhitePaperOnSlinVVSG2023061120.pdfp. 2.

" Selection of high interest precincts to be auditeaddition to the randomly sampled precinctsossistent with methods
used in financial and quality audits.

8 Many of these other kinds of issues are outlimeBavid Marker, John Gardenier, and Arlene AshatiStics Can Help
Ensure Accurate Elections” (President’s Invitedu®ah) Amstat NewsJune 2007
http://www.amstat.org/publications/amsn/index.cfoggfaction=pres06200An upcoming Brennan Center report (Norden et
al 2007) provides a review of the literature, dethdiscussion of different auditing methods, anexcellent set of
recommendations for creating, improving, and usilegtion audits, and discusses how audits and ptieeedures can
address threats to election integrity.

° For instance, we would require a manual count téast one precinct within each county where atitad race appears on
the ballot — added, if necessary, to the initiald@am sample — to detect county-specific problerasthier, discrepancies that
do notnecessarily cast doubt upon the outcome of a ragletstill trigger further actions to punish maléaace and to reduce
errors in future elections. We will discuss thesd ather related topics in future papers.
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Goals and Assumptions

The primary goal of a vote tabulation audit is émfirm that the winner in the electronic counths t
person or position favored by the most votenen that is trudi.e., that a complete hand count of the
paper ballots would confirm the outcome) and teedwniscount irregularities that could be suffitien
large to change the outcome. This paper addresses:

(1) How many precincts should be randomly sampbedfiditing to ensure that outcome-altering
miscounts are detected with a high probability’2Byj what should be the sample size?

(2) How can we measure the effectiveness (for tiageoutcome-altering miscounts) for different ways
of calculating and specifying sample sizes?

(3) What principles should we use to determinestnallest sample size that has an acceptably high
chance of detecting a potentially outcome-altermgcount?

In this paper we make several simplifying assunmstio
« Every vote is cast in one and only one precifict;
» Precincts to be audited will be chosen at randéer an election has taken place; and
« Every precinct has an equal chance to be includedh iaudit's random sampfe.

The methods described here apply reasonably welloi@ complex situations; however, defining optimal
procedures in such settings exceeds the scopésgidper.

Statistical Accuracy and Election Audits: Two Key Rinciples

Elections differ widely in numbers of precinctsypical Congressional District contains about 500 o
fewer precincts, while a statewide election in foafiia involves about 22,000 precincts. Regardédss

how many precincts are involved, each electionifipeaudit must sample and examine enough precincts
to achieve an acceptable level of statistical axurTwo key factors largely determine whetherrapga

is large enough to verify an election outcome: damsjze (i.e., the number of precincts selected at
random) and margin of victory (i.e., the percentafj®tal votes that separates the winner fronrtimmer

up in a given election).

First, as illustrated in Figure 1, the accuracwmfestimate from a sample depends primarily on the
absolute sizef the sample, not its percentage of the populati@r example, for a statewide race in
California, which has about 22,000 precincts, aloam audit of 56 precincts (1/4 of 1%) is as ac@eat
an audit of 50 precincts in a 500-precinct Congogsd election contest (10% of the district). lotfaa
1% audit for a California state-wide election isffi@ore accurate than a 10% audit of a 500-precinct
Congressional election, because the state-widelsampver four times as large (220 vs. 50).

%\e also assume that the precinct-level vote coanfsup to the official totals. Often “early” ands@ntee votes are not
allocated to particular precincts. These votesbmaudited in various ways (such as grouping themprecinct-size
“bundles” or “pseudo precincts”), but that is begtdhe scope of this paper.

1t may be preferable to give larger precinctsghbi probability of inclusion: see Rivest 2007, #mel section below on
“Implications of Variation in Precinct Size.”
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Second, the accuracy needed to confirm the outa@pends on the winning margin. For example, if a
candidate appears to have won by a wide margism@om audit of 10 precincts that shows no miscounts
can provide high confidence in that outcome. Bt margin is razor-thin — as in the governortserim
Washington State in 2004 — nothing less than a tatepand recount may suffice.

Because of these two principles, no percentagediase — calling for 2%, 3% or even 10% sampling —
suitable for determining audit size. The accuracg percentage-based audit depends upon “percent of
what'? And its adequacy to confirm a particular outcompestels upon the closeness of the race.

Statistical Power: The chance that an audit will deect an outcome-altering miscount

Many people believe that only a 100% hand countdedarmine the winner. Generally, less than 100% is
required. For example, suppose that a race invd@8dprecincts and there were 500 voters in each
precinct (250,000 voters in all). Suppose the wirgoe 60% of the electronic vote count and therose
40% (150,000 vs. 100,000).

If 420 of the 500 precincts (84% of the precinatshis case) are verified (by hand count) to haverg

60% of the vote to the putative winner, then nosgie allocation of the remaining votes will charige
outcome, since 60% of 84% of the votes is alreaahaprity (50.4%). Thus, we can have 100% certainty
that an election result will stand without hand g all the ballots.

However, we also can have a very high level of iclamfce in the outcome of this 60-40 race after
carefully examining the outcomes of many fewerdrmanly selected, precincts. This is because there
would have to be at least 25,000 “flipped voteshat is, instances in which a vote for the loses wa
miscounted as a vote for the winner, or 50,000 Mlost votes” for the apparent loser than for the
apparent winner, or some combination of these problfor the hand count to change who won. How
could this happen?

If hand (re)counting would cause the apparent ltsgain 50 votes in each of 500 precincts, a gengl|
audit sample would detect this. The hardest etmfimd (in a random sample of just a few preciher®
those where miscounts are limited to just a feveips. But, with a 60-40 split, it would be vergrd to
“cram” all the miscounts into a tiny number of prexts — especially without arousing suspicion. Eien
miscounts were spread out over half the precitgtse outcome-altering, their impact in each pretcin
would have to be quite large. That is, an averd@®% of the votes in these precincts (rather than
40% originally recorded) would have to go to theihg candidate.

Miscounts that shift vote totals by more than 2(®the total votes (i.e., 20 percentage points)iy a
single precinct should be sufficiently noticealddrigger a suspicion-based challenge (non-random)
audit? If so, then our random audits need only look fufts of at most 20% per precinct. This plausible
assumption allows us to determine how many pregimeist be miscounted in order to reverse the
outcome of an election with a given margin of vigtdVe call this parameter tiWithin-Precinct
Miscount(WPM) 13

12 As mentioned earlier, we assume that some othehamésm (such as challenge selection) can be osadt precincts with
apparently anomalous returns to randomly sampled tmbe audited.

¥ Saltman (1975) referred to this as the “maximuvell®f undetectability by observation.” The valu@2is frequently used
in other studies of vote-tabulation auditing.
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In our example, either half the precincts woulddch&eshift by exactly 20%, or more than half by
somewhat less. If at least 250 of the 500 precimat® miscounts, a random audit of just 7 precivwits
find at least one, with probability better thand'4 Statisticians call the probability that an auditnple
will reveal a particular miscount ifower(to detect that miscountj.Thus, an audit of 7 precincts has
99% power to detect a miscount that occurs inthalfprecincts.

Even if only 100 precincts out of 500 containedesy an audit sample of size 20 has 99% power to
discover that there are miscounts. This result sggyn surprising, because the first pick has an 80%
chance ohot finding an error. However, the chance of missithd@0 bad precinct20 times in a rows
only about 194°

Quantifying Audit Efficacy

We define the efficacy of an audit as its statédtmower to detect an outcome-changing level of
miscount. Practical considerations will help spethie level of power sought (the higher the lettet,
larger the samples required). Our purpose is tta@xpow to apply a well-understood statistical inoet
for determining the sample size needed to achiespeaified power.

We make two more simplifying assumptions:
0 Miscounts in any precinct represattmosta shift (i.e., Within-Precinct Miscount) of 20
percentage points (such as the difference betw&mand a 40% share of the vote); and
o An audit of a race with outcome-altering miscouatsuccessful if it finds at least one miscounted
precinct!’ That is, the power of an audit will be computedhesprobability that the auditing
sample contains at least one miscounted precinenhwle preliminary result for a particular
election is actually incorrect.

We donot assume that larger miscounts are inherently imples®nly that they would trigger suspicion-
based audits. The second assumption implies that\&hmiscounted precinct is encountered, auditors
will take further steps to determine the winnerpbrtantly, while finding a miscount should not
necessarily overturn an election, finding no miggswvill confirm the original winner.

Since elections are the bedrock of our democrapablic, we might reasonably require at least 95%
probability thatif miscounts might have altered an outcome, the aadiiple will find at least some
discrepancy that would trigger further investigatio

As illustrated above, and using formulas providedppendices A and B, we can compute the statlstica
power of a sample af precincts to detect a miscount in an electiorsgliction withN precincts, wheiB

of theN precincts contain miscounts. In the previous sactive saw that wheais 100 andN is 500

(i.e., 20% of the precincts have miscounts), antadch = 20 precincts has 99% power. However, what if
there are far fewer miscounted precincts? If ofkyaf precincts have miscounts (thatBss 20), the

power to detect at least one of these miscountedmuts with a 20-precinct audit drops to 57%. Thues

! The chance that no problems show up on 7 draessientially the same as the chance that a fairoowites up heads 7
timesinarow =% x % x ... x ¥, that is, ¥ timeeglit 7 times = 8/10 of 1%.

15 For a good intuitive description of statistical®r, see J.K. LindsefRevealing Statistical Principlgdlew York: Oxford
University Press, 1999), p. 116.

18 The exact probability is computed as the prodéi@0oterms: (400/500) x (399/499) x ...x (381/481).61045 ~ 1%, since
(if no bad precincts are sampled) each successawe ghust remove one good precinct from the remgipiool.

" Miscounts of one or two votes in a precinct mayb®important, if they fall within the bounds ofpected error for
tabulation machines and do not disproportionatelpf the same candidate from one precinct to tké ne
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would be nearly as likely to falsely conclude ttregre are no miscounts as to find one. To obta¥s 95
power here would require auditing= 69 precincts; 99% power requimes 1018

Of course, we do not know how many precincts (if)are miscounted, but (given the assumption that n
precinct has a miscount shift larger than 20%) are @alculate themallesmumber of miscounted

precincts necessary to change the outcome of eydartelection. Just above, for a 60-40 winning

margin, we saw that at least half the precinctsldvbave to have 20% miscounts to change the outcome
When margins are narrower, fewer miscounted précicen change the outcome, and larger samples are
needed to make it highly likely that the audit Vifid at least one miscounted precinct.

Statistical Power of Percentage-based Audits

We use the framework just described to estimatetin@acy (statistical power) of the currently pégou
specification that a percentage of precincts bétedid~or example, Connecticut has just adoptedva |
requiring random audits of 10% of voting distriztanany elections.

Will these audits be effective? The answer dependke election: specifically on the winning margin
and the total number of precincts in the jurisdictiFigure 2 shows the power of a 10% audit for
jurisdictions with five different numbers of precis and three different winning margins. Here we
assume that all precincts contain the same nunfhertes® Connecticut has 769 voting districts
(precincts), so the power of a 10% statewide audiild fall about halfway between the second and the
third values from the left in Figure 2.

'8 For the exact mathematical formula and furtheranation of statistical power and the null hypotsesee appendix A
below.

90r, less stringently, that the average numbentéyis the same for the precincts with problenfsmall precincts.
Technical details about the calculations for gufies are given in Appendix B.
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Figure 2: Statistical Power of 10% Audits for Disticts
by Number of Precincts Audited and Margin of Victory*
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* Power here is calculated as the probability nélfing at least one miscounted precinct when thebraum
of miscounted precincts equals the number of aeesapd precincts with 20% shifts needed to overtur
the election.

Clearly, 10% audits have limited power to detedtome-altering errors when electoral margins avsel
or when the total number of precincts is small. iRstance, if the winning margin is 0.9%, samplity
out of 500 precincts confers only about 72% powetdtect an outcome-altering miscount. The fixed
percentage approach also examines too many preceufen electoral margins are more than a few
percentage points or the total number of precimctie election is large (in particular, for staidgraces
in large states). With a margin of 5 percentagafgoiauditingb0 precincts yields better than 99% power,
regardless of the number of precincts in the disffhus, for a winning margin of 5 points or moresit
wasteful to audit much more than 50 precincts. Nod a 10% audit in California samples about 2,200
precincts, while a sample of 200 already has 99%epdo detect an outcome-altering level of miscpunt
even with a winning margin of only 1%. There isgawnd reason to audit too many precincts in some
races and not enough in othéts.

% There are other reasons to audit additional pesisuch as requiring a minimum percentage in adafinistrative
jurisdiction (e.g., county) that could help catahigdiction-specific problems (such as ballot peasgming errors). See Norden
et al (2007).
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Statistical Power of Multi-Tier Percentage Audits

A multi-tier variant of percentage-based auditipgdfies a percentage of precincts to be auditad th
depends on the winning margin. For example:

* audit 3% of precincts if the winning margin is Z2gant or more of the total votes cast;
* audit 5% of precincts if the winning margin is @as$t 1 but less than 2 percent; and
* audit 10% of precincts if the winning margin isdéban 1 percent of the total votes cast.

Since narrower margins require larger audits,dpjgroach is better than specifying a single audit
percentage. However, it still suffers from the basioblems of any percentage-based auditing
requirement (see Figure 3). In modest-sized distrgsampling 5% or even 10% of the precincts doés n
achieve even 95% power for detecting election-algemiscounts when the winning margin is just 2or
percent of the total votes cast.

Figure 3: Statistical Power of Three-Tiered 3-5-10%Audits by Margin of Victory*
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* Assumes a 500-precinct jurisdiction with pred¢sof equal size.

A tiered-audit requirement also is vulnerable tdionaus shifting of vote margins into the part @afoh

tier with the lowest power to detect miscounts. &mmple, with the three-tiered approach shown in
Figure 3, the power to detect outcome-altering oust is about 75% with a margin just under 1%, but
drops to less than 50% with a margin of exactly T¥us an attacker with even limited control of the
voting system (or by stuffing a traditional ballmix), could add or remove only a few votes so that
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reported margin of victory becomes 1% or slightiyhter, thereby shifting the audit from the 10% twr
the 5% tier, cutting the sample size in half. Tésutting decrease in statistical power, leveraged b
changing only a few votes, makes it far less likelygetect larger miscounts that could change the
outcome, especially those concentrated in relatifel precincts. A similar opportunity exists at a
margin of 2%.

Most Congressional and State Legislative Distiiictthe United States have fewer than 500 precificts.
Figure 3 shows that for a jurisdiction with 500 @nets, when an election is decided by less than 3
percentage points, 3-5-10%-tiered audits have gtatistical power, almost always less than 70%, and
sometimes less than 50%. That is, in a close réx@zerthe initial electronic counts declared thengro
winner, such audits predictably have a 30 to 50%mch or more of confirming that incorrect outcome.
Again, most districts haviewerthan 500 precincts, so three-tiered audits willehaven less power than
shown here.

Figure 4 below shows just how large jurisdictioasdto be before tiered audits achieve good power.

Figure 4: Statistical Power of Tiered 3% and 10% Audliting by Total Number of Precincts*
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* Assumes equal number of votes per precinct (ar thiscounts occur in average-sized precincts).

Figure 4 depicts two possible margins (0.9% and B66) different tiers: the narrower margin triggears
10% audit; the wider margin, a 3% audhbr these marginsa 3% audit isiniformly more effectivéhan a
10% audit because the sample size required for goaer is much larger when the winning margin is

L Over thirty states have (on average) fewer thahgB@cincts per Congressional district; only theeerage more than 800
precincts per district.
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less than 1% than with a winning margin of 5%. Magtortantly, this figure shows that in House races
(which usually involve far fewer than 1000 precs)ctiered percentage audits do not solve the pnobl
they were intended to address; their power fortmglclose races is often unacceptably poor.

Implications of Variations in Precinct Size

Until now we have put aside the fact that elecjioisdictions contain precincts with unequal nunsbefr
voters. As Saltman noted in 1975, and Stanisl00§) has examined in detail more recently, vameti
in precinct size can further reduce the statispicaber of vote tabulation auditéFor example, Figure 5
shows the variation in number of votes per predmthe 640 precincts of the Fifth Congressional
District of Ohio in the 2004 general election. C3-8mallest precinct vote was only 132 (less th@0 1
of 1% of the 315,540 votes in the entire distriatijle its largest precinct vote was 1637 (nearlgfa%
of the district total).

Figure 5: Distribution of Votes Counted in 2004 amng the 640 Precincts of Ohio’s Fifth
Congressional District
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The concern is that when vote miscounts are coratextin the largest precincts, fewer miscounted
precincts are needed to alter an electoral outc@uesider an election with a winning margin of 6rnp®
(for instance, 53% to 47%). This margin could berawned by 20% shifts in precincts containing 15%
of all votes® Figure 6 shows thaif, the largest precincts are chosen firehly about 8.5% (55) of Ohio

22| obdill (2006) explores the same phenomenon.

% The latter percentage is calculated as half thegyimghere 6% / 2 = 3%) divided by the Within-PregtiMiscount (here
20%): 3% / 20% = 15%. Equivalently, the relatiopstim=M / 2 /WPM, whereM is the margin in votes aniPMis the
Within-Precinct Miscount percentage, can be usezhtoulateVm, the number of votes there must be in the misamlint
precincts to alter the outcome. (Our example exxa®4, andM as percentages instead of counts.)

11
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CD'’s precincts are needed to encompass 15% ofdtee &n audit that has good power to detect a
miscount when 15% of precincts (96) are miscountagl have poor power when only 55 precincts have
miscount.

If all precincts contain the same number of voitetskes the same percentage of the precincts to
encompass a given percentage of the total vots. dihvious fact is captured in the straight lin€igure
6. The curved line shows the extent to which — wihenprecinct-size distribution in a district varias
much as shown in Figure 5, and when the largesimrts are involved first — many fewer precincts ar
needed to affect a given percentage of the total. vo

Figure 6: Fewer Precincts Can Affect More Votes Whe Precincts Vary in Size*
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* Calculations assume that variable-sized preciootgain the same fractions of the total vote caant
those in Ohio's Fifth Congressional District in 2qth Figure 5, above) and that precincts are adoled
the cumulative percentage from largest to smallest.

Applying the precinct size distribution of Ohio’$&5 to any total number of precincts, we can esiéma
the statistical power of audits when all the misdswccur in the largest precincts. We do thissteh
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election, by finding the smallest number of pretsrtbat could possibly contain at least as mangs/as
needed to reverse the outcome.

Figure 7 compares the power of audits when missoocdtur in average-size precincts (shown in Figure
4), to the power of the same audits under the wearsé assumption that miscounts are in the largest
precincts. Note that the statistical power to ddtege-precinct miscounts (shown by the soliddins
substantially lower than the statistical power ¢ébedt miscounts in average-sized precincts (dditted).
For instance, in a Congressional District with pod€cincts, the estimated power of a 3% audit tdican
the outcome of a race with a 5-point margin (dottees with triangular markers) drops from abou¥87
to about 66% (solid line with triangle markers) anthe large-precinct assumption — increasingitie r
of failing to detect outcome-altering miscountsdwer 20 percentage points. For a 0.9% margin in the
same district, the power to detect a miscounteénwvibrst case (largest-precinct) scenario is over 30
percentage points less than the power to detecs@umt in the average-size precinct scenario.

Figure 7: Power is Lower for Detecting Miscounts Cocentrated in the Largest Precincts
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* Power to detect outcome-altering miscounts why treside in a minimum number of average-sized
precincts (“average precincts”) versus when theesaomber of miscounted votes are in the “largest
precincts.” Assumes precinct-size variation asigufe 5. (Calculations are shown in Appendix B.)

The SAFE Alternative for Vote Tabulation Auditing

Statisticians and a growing number of election espgeave urged replacing fixed percentage vote
tabulation audits with the statistically groundetes that have informed decades of financial angliéind
quality control. We call this approach SAFE — foatistically Accurate, Fair, and Efficient — vote
tabulation auditing. For each election contest, BAkdits randomly select the number of precincts
needed to achieve a specified level of statispoaler to detect an outcome-altering miscount. For a
detailed description of the basic SAFE Method fadiing vote tabulations, see Appendix C.

However, the basic idea is that the sample sizedoh race depends upon the following four features

13
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1. Thelevel of statistical powave wish to achieve. For example, 99% power mdaausittan
outcome-altering miscount occurred, we would faitliscover it only one time per 100 audits.
When an election “passes” an audit with high powes, is strong evidence supporting the initial
outcome. Higher power requires larger sampless dscussed in more detail in Appendix A.

2. The.victory marginThis is the percentage of votes separating thaevifrom the runner-up.
Narrower margins require larger audit samples.

3. The within-precinct miscount (WPMThis is a hypothesized maximum percent of alibies
that could be shifted in any single precinct withtrsiggering a suspicion-based recount. All power
calculations in this paper assume a WPM of 20%.Higeer the WPM, the easier it is for large
miscounts to “hide” in just a few precincts, requiylarger audits samples to retain a good chance
of finding at least one precinct with a miscount.

4. The precinct-size distributioWhen precincts in a jurisdiction vary widely inmbers of votes, it
is possible to hide a given number of miscountads fewer large precincts than if all the
precincts had the same size. This is discusseaip getail in “Implications of Variations in
Precinct Size,” above. In this paper, all subsetjoaltulations assume that precinct sizes are
distributed as in Figure 5 above, and power isutated as the probability of detecting at least one
miscount when the miscounts all occur in the largescincts. This leads to larger samples than if
the miscounts occurred in average- or constantgrecincts.

The sample size for each SAFE audit is thus dedigméave a very good chance to detect an outcome-
altering miscount if one occurred. SAFE audits dg@uditing resources efficiently, effectively and
fairly across all races. In the next section, wevshow SAFE audits are more effective in small sace
and more efficient in large races, than percentaged audits.

Comparing Percentage-Based vs. SAFE Vote TabulatioAudits

To evaluate the relative merits of percentage-basedSAFE audits, Figure 8 shows the power of each
method for total numbers of precincts ranging fro®@ to 5,000, for two margins of victory (0.9% and
5%). All power calculations are computed underdhmme assumptions, including the assumption that
miscounts occur in the largest precincts.

14
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Figure 8: Percentage-Based versus SAFE Vote Audia8iple Sizes,
by Total Number of Precincts*
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Figure 8 plots the number of precincts to be sathfide the vertical) against the total number otprets
in the race. Dashed lines show audit sizes fordifferent margins of victory (0.9% and 5%) for the
tiered percentage approach illustrated in Figurso8¢ lines show audit sizes for 99%-power SAFE
audits for the same two margins of victory.

For either margin, regions of the graph where @shdd and solid lines are far apart signify aréas o
difficulty. When the dashed percentage line is sarigally below the solid power-based line, the
percentage-based audit examitasfewprecincts to be very likely to detect a miscourdrewhen it is
large enough to flip the election; when the linesraversed, the percentage-based audit examioes
precincts than necessary for a “clean” audit tovjgl® confidence in the original outcome.

Percentage-based audits can be far too small. @@méor example, a congressional election with a
winning margin of 0.9 percentage points (squaremminFigure 8) in a district with 500 precincts. The
tiered percentage method (higher dashed line) resjai random audit sample of 50 precincts (10%). Bu
good power (with a race this close) requires angliilmost 300 precincts (highest solid line). Adiaof
only 50 precincts in this situation has only ab&i% power.

Figure 8 shows that the sample size demands ofgoased methods level off as the total number of
precincts increase. In contrast, percentage-basditkaequire larger samples in elections with many
precincts whether or not they are needed. Fornostdor a 5-percentage-point margin, the audd siz
required for 99% power is always less than 70 pitsj no matter how many total precincts are inedlv

2 glight “dips” in the SAFE lines are anomalies do€ounding in the formula used for calculating powalues.
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For a state with 5,000 precincts (about the sizdichigan), a 3% audit (150 precincts) is more than
twice as large as needed to achieve 99% power here.

For larger states and larger margins, the effigiaadvantage of power-based audits is even grdater.
California, with almost 22,000 precincts, a 3% audover 650 precincts — is more thanetimes as
large as necessary to confirm, with 99% powerptliteome of an election with a 5 point margin. Yet
many statewide races have even larger winning mgargnd can be audited, with high power, by
sampling 50 or fewer precincts.

Note that even for a race decided by only 0.9 goeuh audit of about 500 precincts suffices even fo
large states. Therefore, contrary to many peojistion, even a 3% audit in a California statesvid
election contest (over 650 precincts) would moemntbuffice to confirm the outcome of such a radé wi
99% power. A 10% audit confers little additionaladtage, although it would require auditioner
1,500 additional precincts

In statewide, landslide elections a fixed-perceatagdit almost certainly imposes unnecessarily high
auditing costs. Because auditing serves other fumgtit may be wise to audit some minimum numler o
precincts (or precincts per county or per legigatistrict) even when the winning margin is large a
check on the performance of voting machines andratbpects of the election process in each
administrative jurisdictioi® However, no scenario, other than a whisper-thiimgamargin, requires
auditing hundreds of precincts.

Finally, to compare estimated costs for SAFE audbtsus percentage-based audits, using the sample
precinct size distribution of Figure 5, we analytiee results of three complete sets of federalieles
(2002, 2004 and 20085.In Table 1, we examine power and resource reqaingsrfor the 1393 contested
federal elections during that period, comparingrag-tiered audit requirement, to fixed-perceniaud
SAFE audits’

% Norden et al (2007) recommends auditing a mininpencentage of precincts in each administrativesgliction that runs
elections (e.g., county) to identify problems thety not necessarily alter election outcomes.

% Our analysis here updates the results of LindeanainStanislevic 2007.

2" We further required that every audit (whether patage-based or SAFE) include at least one preparotounty in the
election, even if this requirement entailed a lamedit than would otherwise be necessary. Foaintst, lowa has 99 counties
and approximately 1966 precincts, so the smallessiple audit in a statewide election includes ®#rof precincts.
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Table 1: Power of Percentage-Based and SAFE Audits Federal Elections, 2002-06*

Percentage-based SAFE
i 0, 0,
Type of Audit 3-5-10%| 20 3% 10% 99% 95%
power | power
Power of the Audit
at least 99% 1152 1089 | 1152 | 1292 1393 i
(82.7) | (78.2) | (82.7)| (92.7) | (100)
77 98 74 31 1393
0, 0, -
from 95% up to 99% G5 | (70 | 63)| 22 (100)
112 137 110 51
0, 0, - -
from 50% up to 95% (8.0) ©.8) | 7.9 | 3.7)
52 69 57 19
0, - -
less than 50% 37 | 60 | @41 ]| @4
Total votes audited (in millions) 20.5 15.3 19.4 57.6 23.0 19.(

* Results for 1393 contested elections for U.Ssjplent, Senate, and House of Representatives. Vote
margins were calculated from FEC data for 200220@#; Dr. Adam Carr’s Psephos archive for 2006.
Numbers of precincts per election were estimategdb@an the 2004 EAC Election Day Surfejor
House elections, the number of precincts in eaate stas divided by the number of Congressional
Districts to estimate the precincts per Distritan audit size would otherwise be smaller than one
precinct per county, one precinct per county istadd Power is calculated to protect against miatou
residing in the largest precincts, as describéthaplications of Variations in Precinct Size” above

Clearly, 2% audits use the fewest resources, liubfachieve power as great as 95% in 206 (alrhb%b
of) races. At the other extreme, 10% audits woaldehhad at least 99% power to detect a worst-case
scenario miscounts in 92.7% of races, but at tis¢ @oauditing 57.6 million ballots; 99%-power SAFE
audits require examining only 23.0 million ballots.

All the percentage-based audit rules would haven@xad some races with too small samples, leading to
at least 19 races in which an election-alteringcousit would be more likely to be missed than found.

Auditing fewer precincts in the races where staisppower exceeded 99% power could free up regsurc
for effective sampling in the rather rare races nelpercentage-based audits have too little power.

SAFE audits designed to achieve 95 to 99% powerire@bout the same resources (across all races) as
3-5-10% tiered audits. By definition and designywhwaer, the power to detect outcome-reversing
outcomes in SAFE-based audits is uniformly higlossrall races.

Clearly the opportunity to achieve at least 95% e that the outcomesaif federal elections are
correct, with little or no increase in the numbégballots that need to be hand-counted comparéiketo
less powerful 3-5-10 percentage approach, shoultdenequandered.

% The Election Assistance Commission’s 2004 ElecBiay Survey can be found at
http://www.eac.gov/election_survey 2004/intro.htm
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A Single-State Example

Finally, abstracting from the above data, we exaahithe federal elections from 2002 to 2006 in ttegeS
of New Jersey, where an election auditing billeaging in the legislature. Rather than the oneipcgc
per-county minimum used in the calculations forthé&onal study summarized in Table 1, the proposed
New Jersey legislation calls for a minimum of 2%paécincts per Congressional District (CD). This
allows counties to bear the burden of the minimwwhitaroughly in proportion to their population.

Figure 9: Winning Margins and What Audits Would Have Been Required
for 3-Tier and S.A.F.E Approaches in New Jersey Geral Federal Elections 2002-2006*
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* Separately for 3 Statewide and 37 contested Hoarses, the races with the widest margins are stadwn
the left, with increasingly competitive races shdwam left to right. Audit percentage scale is sinoon
right. The tiered approach requires audits of 3%,d8 10% for (respectively) margins 2% or highéf 1
to less than 2%; less than 1%. (No race had a mafdess than 1%.) Audits are required to sample a
minimum of 2% of precincts, regardless of powerstdarations. SAFE audits are designed with 99%
power to detect outcome-altering miscount assur@d®g Within-Precinct Miscount in the largest
precincts.

Figure 9 compares the size required by the tieveldt aule (marked with “diamonds”) to a SAFE audit
with 99% statistical power (dark columns). The tighay columns indicate victory margins. The 99%
SAFE audit requirement is more than satisfied ley2%% minimum in all but the 7 most competitive
House races (at the far right); 3% sampling wowdMasteful in the other 30 House races and aléthre
statewide races. In 5 of the remaining races thEESrequirement is met by sampling between 2 and 3%
of precincts. One race (th&"2losest) requires a sample of almost 5% (but whaite gotten only 3%
under the tiered audit).
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On the far right of the chart is the only race (Zr 2006, with a 1.7% margin) that would have iesgl

a really large audit (37% of the district’s estiethd 76 precincts) to achieve 99% statistical pawer
detect an outcome-altering miscount. This race doale only had a 5% audit under the tiered scheme.
In six years this was the only federal electioNaw Jersey that was so close. When close racearaie
and resources are not squandered on unnecessagigydudits in races with wide margins, we canrdffo
intensive audits when they are needed to provigéidence in the outcome. Note that there would be
little savings from dropping back to, say, 95% po¥ee this race — since 95% power would still have
required a 26% sample. More generally, given then@#mum requirement, SAFE audits seeking only
95% power would only have resulted in slightly slerahudits (across the state) than 99%-power audits

Thus, in these three election cycles in New JelSA¥E audits would have used minimum 2% sampling
in most races and only more than 5% in a single,rcconfirm the outcomes of all federal racefwit
99% or better power. SAFE audits would have exathih®% of precincts per race overall, as would the
3-5-10 tiered audits. A tiered audit, however, vibladve been ineffective in the closest U.S. Hoase r
(1.7% margin),.where it would have had less tha#b p@wer to find a miscounted precinct if there were
a sufficient number of miscounted precincts to gfestine outcome of that electiéhClearly, SAFE
auditing is more statistically accurate, fair afficent.

Conclusions

Effective electoral oversight requires routine, poethensive checks on the entire voting process. An
important component is ensuring that the winnghainitial electronic tally is the same as woudd b
identified in a 100% hand count of voter-verifiegper ballots. The goal is to provide an independent
check on the electronically tabulated outcomesoés. In this paper, we describe SAFE (Statisyicall
Accurate, Fair and Efficient) vote tabulation asd&ny electoral audit should be conducted within a
larger framework of good practice, such as follaywvell-specified, publicly supervised procedures;
examining both randomly selected precincts andipcecwith observed anomalies; and generating
publicly accessible auditing dathHowever, one feature distinguishes SAFE audiesy tandomly
sample just enough precincts to make it very likelgetect a problem (if an election-changing misto
had occurred). SAFE audits are therefore both rafir@ent and more effective than, say, audits %f, 3
5% or 10% of precincts.

Election audits have been conducted in some statéoaal jurisdictions for years.Although
professional auditors, statisticians and compudiemsists should advise on standards and procedures
competent election officials and staff can implebtee SAFE auditing sample size calculations, tedai
in the Appendices below, without special assistance

Whatever method the U.S. Congress adopts for estiady the size of audits, it should also allowt&a

to adopt alternative procedures that supplemengnpoadvered audits. Smaller audit samples should also
be allowed when they achieve at least 99% powdetect an outcome-altering miscount. Even better,
States should require and implement alternativatesires (such as SAFE) designed to achigwvermly
high levels of statistical accuracy.

29 power =40% for a 5% audit (24 out of 476 totalgets) assuming 20% miscounts in the largest pogsi

30 Many of these points are also covered in recomiagoms by other groups concerned with election tingliFor example,
see recommendations in Norden et al (2007).

3L For instance, the electionline.org briefing paf@@ase Study: Auditing the Vote”
(http://www.electionline.org/Portals/1/PublicatiofB17.pdj discusses the auditing experiences of severaissiacluding
California and Minnesota.
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Appendix A: Statistical Power and the Null Hypothess

As explained in Appendix B, we can use the hypemggac distribution, originally published by the
famous French mathematician Siméon Denis Poissoisgén 1837], to compute the probability that a
sample oh objects drawn without replacing any of them wilhtain at leasB “bad” objects. In
particular, if we sampla precincts from a total dfl precincts containing precincts with miscounts, the
probability that our sample of precincts will contain at least one miscountectipie is given by the
following formula based on the hypergeometric dsttion:

1-{[(N-B)N-n)1/[N (N-B-n)]}

(Astute readers will note that since we are trymgind the value of the sample sirethe above
equation can only be solved by trial and errorsTgroblem has recently been solved by Aslam, Poga a
Rivest and we report their solution in Appendix B.)

The SAFE audits described in this paper adjussithes ofn so as to set this probability very high, in the
case wher® represents the minimum number of miscounted peecsufficient to alter the outcome of
the election. In this case, this probability isoalisestatistical poweiof a random sample of sipgo

reject thenull hypothesighat the initial outcome (winner) was correct.

In statistics, a null hypothesis is one that isias=d to be true by default, that is, in the absefeny
evidence in favor of an alternative hypothesis. @nalysis here posits that election audits aregogsed

to verify the outcome of an original electronice@bunt — that is, to confirm who won. The audit ca
thus begin with the assumption (null hypothesig} the outcome is correct, as originally reportad]
determine whether there is evidence to the contfidrg initially reported outcome could meorrectif
votes were miscounted in some number of preciitts.larger the originally reported margin, the more
precincts would have to have been miscounted iardadreverse the outcome. If a recount of a random
sample of precincts reveals no substantively ingmintniscounts, the recount can offer strong evidenc
that decisive miscounts did not occur.

In general, statistical power is defined as théahality of rejecting dalsenull hypothesis. This
probability depends crucially on the magnitudeha tdeparture” from the null hypothesis. For exasnpl
the power to reject the null hypothesis when thenly one miscounted precinct will generally hate
low, and it will increase as the number of miscednprecincts in the race increases. For our pugpdise
statistical power of primary interest is the prabgbof finding at least one miscounted precincthe
audited samplevhenthere are enough miscounted precincts in thetoackange the result. If that power
is high, then failure to reject the null hypothdsian informative outcome since we have ensuratithe
probability of failing to reject is low for this epnario. A recount of a random sample of precirttas t
reveals no substantively important miscounts thtes®strong evidence that decisive miscounts did n
occur.
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Appendix B: How are Statistical Power and Sample 3es Calculated?

The power of a procedure to detect a problemcay lmakalculated in the context of specific assuami
about exactly how the problem is configured. Inegah) when computing the power of an audit to detec
a problem, we assume a highly simplified “worstugiale case” scenario. An audit procedure that has
good power to detect a problem in that settingatdsast that much power to detect a more reabstit
complex problem configuration. Note that if all pirects contained vote shifts in the same directaon,
audit of any sizen> 1) would have 100% power to detect that a proldersted. Clearly it is not safe to
design the audit assuming that the pattern of prablwould be that easy to detect.

At the other extreme, if all the problems conceetia a single precinct, the sample would have to
include, say, 95% of the precincts to have 95% pdwedetect that. However, when there are enough
irregularities to change the outcome, it is usuatly plausible (and unless the race were extreniebe,
not even logically possible) for all the miscoutise contained within a single precinct.

A simple model of how an election-altering miscomght occur is to assume:
1) every precinct with any miscounts involves a 2094 sl votes to the advantage of the winner
over the runner-up, and
2) the total number of precincts with miscounts isrthisimum number required to change the
outcome, given that,
3) the average number of votes in precincts with miat®is the same as the average number of
votes in all precincts.

The early calculations in this paper (used in FegW2, 3, 4 and #efer to the chance of detecting at least
one miscounted precinct under these three (highiplgied) assumptions. The assumptions are
reasonably conservative in the following sensauiits are designed to have good power in thigtsi
they will have even better power if smaller miscisuymer precinct are spread across more precincts.

However, the third assumption (that miscountedipots are of average size) could lead to a
vulnerability in the audit. Anyone wanting to tampéth an election would realize that it is easar
avoid detection by shifting many votes in a fewgprecincts rather than a few votes in each ofyman
precincts. Thus, it may be wise to design auditsae good power to detect miscounts concentrated i
the largest districts. The worst-case alternatssieption would be that miscounts occur in as nodny
the largest precincts as necessary to change tberoe.

It is not possible to calculate power under theg#st-precinct assumption” in a perfectly generayw
because the calculation requires knowing how médniyeolargest precincts are needed to hide enough
miscounts to reverse an election outcome. Figuasd% display real data from a single House race
(Ohio CD-5 in 2004) to show how variability in pnect size can allow miscounts to be hidden in fewer
precincts. In Figures 7, 8 and 9 we estimate theepdor detecting a problem under the miscounts
concentrate in the largest precincts — using tt& flam Ohio CD-5 to estimate power in other rates
they had the same variation in votes per precisccaurred there.

Power calculations assuming that errors reside in@erage-sized precincts

Power calculations used in Figures 2, 3, 4 andsiddras 1), 2) and 3), above, and proceed as follows:
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To estimate the probability that a random audgin&n will detect miscounting in at least one sampled
precinctif miscounts in the election are sufficient to reveéhseoutcome, we first determine or estimate
the number of precincts that would have to be mist&d in order to reverse the outcome (as explained
below). Then we apply the hypergeometric distritmutiwhich in effect answers questions of the fafm:

a set ofN objects containB “bad” objects, what is the probability that a séengf n objects drawn

without replacing any of them will contain at leasbad” objects™N is the total number of precinctB;is
the minimum number of precincts that would havbaaniscounted in order to reverse the outcdme;
equals 0 if a particular audit sample daesinclude a miscounted precinct, or otherwise thaler of
precincts it includes.

For instance, if there are 500 precincts of whiBlaEe miscounted, the probability that an audR®f
precincts willnotinclude a miscounted precinct equals the hypergeaordistribution wheré = 500,B
=50,n = 20, andb = 0. This probability equals about 11.6%. Thus, gbwer of this audit sample to
detect miscounts is about 1 — 11.6% = 88.4% or4).B8Microsoft Excel, this value can be entered as

1 - HYPGEOMDIST(O, 20, 50, 500).

The minimum number of miscounted precincts thatdaiier the outcome depends upon the possible
extent of miscounts in each precinct. In this asialywe assume that 20% of the total vote could be
switched from one candidate to another in eachipcea 40-point shift in the percentage marginmit
that precinct). We refer to this value as the WitRrecinct Miscount (WPM). Thus, if all precincts
contained the same number of votes, a 10-percepizige margin could be overcome by switching 20%
of votes in each of 25% of the precincts. More galhe a 10-percentage-point margin can be overcome
by switching 20% of the votes in precincts contagn25% of all votes (2.5 times the margin).

Power calculations assuming that errors reside inhie largest precincts

In Figure 7 we compare the power of various audés under the assumption that errors reside in
average-sized precincts (as described just abtuvé)e power of those audits assuming that therro
reside in the largest precincts. In Figures 8 griiti®power calculations assume miscounts in tiges
precincts. These calculations proceed as follows:

We first determine theninimumnumber of precincts containing a given percentdgsdl votes. It can be
calculated directly if the distribution of precirdetvel vote counts is available (from a preliminaeport
of precinct-level election returns), or it can lstimated based on the distribution of precinctdextes
in the previous election; a reference distribu(isuch as the Ohio CD-5 distribution shown in Figue
and 7); or using a heuristic approximation. Oucgkdtions here use the formula:

Bmin= ceilingB/logio(1 /B /N) + 1)

to approximate Ohio CD-5, wheBminis the minimum (i.e., “size-adjusted”) number oégncts that
must be corrupted andN are as above (thuB,/ N approximately equals the proportion of votes in
precincts to be miscounted), and ‘ceiling’ roungga the next whole number. Distributions that vary
more or less in precinct size than Ohio CD-5 caedignated by changing the base of the log in the
above formula. A smaller base implies a greatecentration of many votes in relatively few large
precincts.

Sample sizes were calculated as follows:

GivenB (or Bmin), the minimum sample sizeto achieve a given probability of sampling at tease
miscounted precinct (i.e., a given poviRrcan be obtained experimentally by increasingtil the value
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of 1 — HYPGEOMDIST(On, B, N) is greater than or equal o However, there is an easier way that does
not require software or a large lookup table.

Aslam, Popa and Rivest (2007) have derived a vellgtsimple computation. In our notation, the reqdi
sample sizea equals approximately

KN —B—'lj [{L- exp(In@- P)/ B)}

2

where the outer half-brackets represent the ceflimgnd-up) function. Aslam et al. report, “As agtical
matter, this formula is essentially exact: we prthat it is never too small, and empirical testiogmany
representative values... never finds it more thantoadarge.”

Stanislevic has developed an open source JavaS@ippage, using the above equation and the Ohio
CD-5 heuristic approximation that can be used toutate audit sample sizes from election results,
assuming the above precinct size distributhttp://mysite.verizon.net/evoter/AuditCalc.htm

This equation can even be solved on a hand catculatviating the need for software to calculat th
sample size, once the valueBrhinhas been determined from precinct-level vote cumteference
distribution such as Ohio CD-5, or by using theabbeuristic. A second equation that is identiecal be
used with a calculator without tlepor log functions:

(e

Using the previous example and a hand calculdtdr= 500,B = 50 and we want a statistical power of
99% (.99), we could write and solve the above eqoats:
n=(500-(50-1)/2)x (1-(1-.96f)
= (500 — 24.5) x (1 — (.0%%)
=475.5x .0878
= 42 precincts (when rounded up to next whole pitli
Changing the statistical powBrto 95% (.95) gives us:

n=(500-(50-1)/2)x (1-(1-.95f)
= (500 — 24.5) x (1 — (.05%)
=475.5 x .0582
= 28 precincts (when rounded up to next whole pici
Thus, once the correct valueBxinis known, this method allows auditors, electioficadls, candidates
and the public to ensure that the sample sizeeohtlit is correct without depending on software.

Stanislevic has developed an Excel spreadsheetdmate this process using actual precinct-leves vo
count data for up to 5,000 precincts (expandabl€dyyy and Paste). The user must sort the predaycts
vote count (Excel can be used to do this) and thdsiheet generates the sample size and random
precinct selections, including a dynamic chartaih be downloaded here:
https://vvf.jot.com/WikiHome/PublicDocuments/GrapRaper/PrecinctDistUpTo5000.xls?cacheTime=1
179818928947

A web application by Dopp and Stenger that autoradlyi sorts the precincts by vote count and catesla
the sample size can be accessed onlihéat/electionarchive.org/auditcalculator/eic.cgi
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Appendix C: A Brief Description of the SAFE Methodfor Auditing Vote Tabulations
Summary implementation language

The following can be implemented by an audit teanmcluded in regulations or legislation as longlaes
eqguation in section 2.2 of this summary can beuthed.

The following is a variable-percentage, fixed (998@tistical-power-based audit applicable to atdtal
[and possibly other] elections. If there are enocgiiupt audit units (AUs) to alter the outcomeaof
contest, this protocol has 99% certainty of findatdeast one. This shall be used in conjunctich wi
trigger(s) for additional audits and/or full haretounts:

2.1. The minimum number of AUs to change the outofmany election as reported by the voting
system shall be calculated as follows:

For each race in any federal election, the Mar@wviciory between the two candidates receiving the
largest number of votes as reported by the votystesn shall be calculated. All AUs used in eaclerac
shall be sorted by the total number of votes restid the race by each AU in the voting systemtiata
with the AU with the highest vote count for theeamd ending with the AU with the lowest vote count
for the race (i.e., in descending order). UsingAhkkvote counts sorted in descending order, the
minimum number of AUs containing at least one kadf number of votes obtained by dividing the
Margin by the maximum vote shift percentage (R8% of the total vote count) per AU (also equa? o
times the Margin) shall be determined. The resgltmnimum number of corrupt AUs (Bmin) that could
change the outcome of the race shall be used ifollogving equation, along with the total number of
AUs used in each race (N), to determine the nurabAUUs to audit for each race.

2.2. The number of AUs to be audited in each ragslfall be equal to:

(N-(Bmin-1)/2)x (1-(1-.995™" rounded up to the next greater integer,

where N is the total number of AUs and Bmin is tii@imum number of corrupt AUs to change the
outcome.

2.3. Each county or equivalent jurisdiction shaliiiaits pro rata share of the total number of Abbe
audited for each race (n) as determined by:

2.3.1. multiplying n by:

2.3.2 the quotient of: the number of AUs in theeradich reside in each jurisdiction divided by tbtal
number of AUs used in the race in toto; and

2.3.3 rounding the product up to the next greatiger.
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